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Offensive

Null signal: Show goodwill by not attacking: conduct secret invasive
surveillance.(FA5HA] LSO 24 HolE HojF: v|Ye] AT TA] 238)

Simple signal (reflexive): Launch an attack when an imminent threat is
detected.(YHret Ygol FRI=H 524 7HAl)

Simple signal (random): Sever communication links to degrade the
adversary’'s ability to communicate while giving the appearance that the
cause was accidental. (%1‘501 SUAQN XY Bol== stHA Ao orars Y
& A7) sl B4 AEe BE

Simple signal (other): Actively probe the adversary's assets; launch a
tit-for-tat and/or mirror image attack: deny service; disrupt the adversary’'s
operations; destroy the adversary's data.(®9] ApxHe AZA o=z AL FUU7]
(tit-for-tat) ¥ /E= 0]2] oJo]x] &2 7JA]; HU|A AH; o] xr™ wlsl; A9 fg|o]

B i)

Defensive

Null signal: Show goodwill or ignorance by not assuming a defensive posture;
conduct passive surveillance; conduct secret active surveillance; sacrifice a
less important system in an effort to study the adversary's attack methods.
(FolHol ANS FhA] SORM Mo Ei DAE HolE: £5R ZHA| 29 v
2] L=/ 71 &8); Aol ZA ATHS AA1Lshy] 95 @ E Q35 A|AEIS 5]A1SH
Simple signal (reflexive): Sever Internet connections when an attack is
imminent or underway: change the National Threat Advisory status and/or
INFOCON status.(Z-730] olutstAL} &8} ol Ao olgjul oA xjoh 27} o9& =
o8 JE W/EE A2 YH WA)

Simple signal (random): Deploy blue teams to identify and eliminate
vulnerabilities; deploy open sensors:; re-route traffic.(F AL AlHst A A5t
7] el 228 wiR: g AA ElR; o A2 R E)

Simple signal (other): Announce the deployment of open and secret sensors.
(271 % vy Ao vz HaE)

Offensive
-Defensiv

e

Null signal: Display obliviousness or goodwill by not acting.(33%3tx] 202
A OAISHA] X = AMOE HolF)

Simple signal (reflexive): Change the DEFCON status.(dJZ=2 AEf] ¥7)

Simple signal (random): Announce that cyber operations forces are spread
throughout the world and attacks may not be launched from within the
geographical boundaries of the defender; threaten severe penalties to an
adversary who conducts cyber operations on the defender; conduct a show
of force to display capabilities: conduct a random security audit.(Alo]¥| X
27t A Aol A lon] Woxpe) X2]A FA HolA sAo] AlAtE £ ¢l
dd; Golxto] dish Atoly] RS sk= Aol dEsH AES ThsHltt L
& 585 HAlstr] sl FH3PAL FAFQ] BoF AL £3F)

Simple signal (other): Threaten an adversary with military and/or economic

o mo

j9,n|OJ

force; offer incentives for restraint; bluff an adversary with capabilities that
are not yet weaponized.(itAF Y/FE= AAA oz AL A AHA|(restraint)of

Neutral

Hieh JIMEE HlE: obA RrIetHA] 92 sHo2 HoA SMTY)

Null signal: Maintain the status quo by not acting.(38355tx] L8022 A GX])
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Simple signal (reflexive): “Growl” by actively pinging border routers
worldwide.( AIAIS] FA 2f2-Efo] ARz QEYl A& &Ql(ping) BUf ~
F(=dh)"g)

Simple signal (random): Create a mystery (e.g., slow communication links or
drop a large number of packets): conduct a show of force.(0]AH2Z] A (=H
A 97 Bx ge 29 W3 A 5) Ao )

Simple signal (other): Launch an attack on oneself using a known adversary
capability; signal the discovery of an event that did not occur: offer
assistance to the adversary (e.g., blue team services); perform benign
tagging: send friendly alert messages by pinging the adversary’'s assets.(&&]
A Hel 52g ARgs] Aol B AL wAIstA] ok ARIe] wIg gl Ao
A e Ale(EsE Aula 5) A2 8 298 A9 Apbe AEY F& =l
(ping)s B4l Aot Fil HIARE Hd)

&X*]: Mason Rice, Jonathan Butts and Sujeet Shenoi, “A signaling framework to deter

aggression in cyberspace,” International Journal of Critical Infrastructure Protection Vol. 4
No. 2 (2011), p. 62.
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