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Abstract

A Study on Cyber Diplomacy and Security Cooperation between
Korea-Japan through Interational Relations Theory Approach

Choi Eun Ah

This study examines an approach to the diplomatic and security strategies of
Korea and Japan through theoretical discussions of Neo-Realism, Neo-Liberalism and
Constructivism, which are international political theories. Then, I explained the cyber
security threat issues commonly faced by the two countries and the response and
cooperation process. The purpose of this study is to contribute to the development of
Korea-Japan relations by deriving a cybersecurity cooperation plan between Korea
and Japan based on a theorstical perspective. As cybersecurity threats increase in the
international community, the confrontational structure between the West and the
non-Western camps is intensifying in cyberspace as well. Western countries are
actively coping with cyber threats and promoting international cooperation by
utilizing allies, like-minded countries, and international organizations. In addition to
North Korea’s nuclear and missile threats, South Korea and Japan can share
examples of cyber damage. The two countries should share security threat issues and
demonstrate strategic partnership through active mutual assistance. Under the
leadership of the US Indo-Pacific Strategy, major countries in the Indo-Pacific
region, such as Japan, Australia, and India, are building a security alliance.
Cybersecurity and diplomatic cooperation between Korea and Japan will stand out in
the global competition for hegemony and contribute to strengthening strategic
cooperation among South Korea, the US and Japan in the future. Therefore, South
Korea should seek to deter threats, enhance strategic values, and improve South
Korea-Japan relations while pursuing cyber bilateral and multilateral cooperation.

Keywords: National security, Cyber security/diplomacy, South Korea-Japan cooperation,

cyber threats, international relations theory
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